ZEESHAN BEG

Penetration Tester/CyberSecurity Analyst

. + 919068539214 @ zeeshanbeg2004@gmail.com

SUMMARY

Vapt professional and bug bounty hunter with 2+ years of experience in
identifying and responsibly disclosing real-world vulnerabilities. Earned
multiple USD bounties and Hall of Fame recognitions across various
programs. Skilled in web application security and VAPT, proficient in
tools like Burp Suite, Nmap, and Linux. CEH diploma holder with working
knowledge of Python, AWS, GitHub, front-end basics, and automation.
Dedicated to delivering effective security assessments and helping
organizations strengthen their overall security.

EXPERIENCE
Bug Bounty Hunter

Freelancer

g 11/2023 - Present

Actively identify and report security vulnerabilities in live applications
across various organizations.

Contribute to improving security through responsible disclosure
programs and have earned recognition and monetary bounties for valid
findings.

Capable of generating detailed reports that outlined findings,
vulnerabilities, and recommendations for remediation following
penetration testing exercises.

Conducted comprehensive website penetration testing on various web
domains using tools such as Burp Suite Pro, Nikto, Wireshark, SQLMap,
Gobuster, FFUF, WPScan, Hydra, and others.

Demonstrated proficiency in using tools like Burp Suite Pro, Frida, and
MobSF for dynamic analysis, reverse engineering, and identifying
security vulnerabilities in mobile applications.

Earned bounties of over $10k for responsibly disclosing critical security
vulnerabilities in live applications.

Security Analyst

GICSEH Data Security Pvt. Ltd.

@ 08/2023 - 08/2024 Q Delhi

A company focused on cybersecurity services

e Delivered training sessions to both corporate professionals and
college students on cybersecurity concepts and practices.

e Engaged in Web Application and Network Penetration Testing,
including hands-on testing of in-house websites.

EDUCATION

Bachelor of Computer Application

Indira Gandhi National Open University
#07/2021 07/2024 Q Delhi

Cyber Security Diploma (CEH Training)

Global Institute Of Cyber Security & Ethical Hacking
@@ 09/2021 09/2022 Q@ Delhi

LANGUAGES
English
0000

Hindi
Native

Proficient

& https://vulgone.com

Q Greater Noida

KEY ACHIEVEMENTS

F

Hall of Fame Acknowledgments

Recognized in Hall of Fame by Achmea,
CoachAccountable, Packagist, and
FirstCry for responsible vulnerability
disclosures

CTF Participation and Bounties

Participated in CTFs to sharpen real-
world skills and received monetary
bounties for valid security findings from
private and public programs

SKILLS

Programming & Scripting Languages: Python,
Bash, Shell Scripting

Tools: Burp Suite, Nmap, Metasploit, Nikto,
Netcat, Nessus, John the Ripper
Technologies: Linux (hands-on), Git Version
Control), TCP/IP, Networking, OSI
Methodologies: OWASP Top 10, SAST, DAST
Penetration Testing: Web, API, Network,
Source Code Review, Frontend Testing
Mobile Security: Secure Code Review, Black
Box/White Box Testing

Security Skills: Vulnerability Assessment,
CTF Player, Report Writing

DevSecOps: CI/CD Pipeline Automation,

PROJECTS

Created a Python keylogger to study user
activity and enhance security awareness
Built a Python chat app using sockets for
real-time local network communication
Built custom scripts with bash for recon and
automation of repetitive tasks

INTERESTS

F

Participating in Capture The Flag
CTF challenges, tracking trends in Al
and cybersecurity intersections,
exploring emerging technologies, and
researching cybersecurity tools and
trends


https://dracula74644.github.io/
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